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Foreword
The key to successfully adapting to a rapidly shifting world
is agility. When Leon Megginson, a Louisiana professor of
business management, said “It is not the strongest of the
species that survives, nor the most intelligent, but the one
most adaptable to change” he may not have had a global
pandemic in mind. But his words ring true as businesses have
quickly learned that the ability to let go of old ideas and
rapidly embrace new ways of thinking and acting have been
crucial to thriving in the post-COVID world.
Businesses have swung between the extremes of completely
outsourcing or centralising their computing power to bringing
as much computing power as possible to the desktops, bags
and pockets of end users. What we have now learned is that
the middle ground is the sweet spot which enables businesses
to quickly adapt.
Partners like Dell and Lenovo know this. Their long and
deep experience in helping businesses take advantage of
flexible, resilient and powerful technology has been critical to
businesses around the world.
A key to that is the successful adoption of hybrid cloud
infrastructure (HCI).
HCI is about putting network, compute, storage and memory
where it is most needed. While the cloud offers unparalleled
processing power and almost infinitely expanding storage,
it does have some limitations. When we think of the world
of autonomous vehicles, we can easily see the challenges.
Decisions need to be made by the vehicle in milliseconds. That
requires the ability to collect, process and act on information
faster than we can send and receive data from the cloud.
But the data collected and used by those vehicles can be sent
to applications running on the cloud to refine and improve AI
and machine learning models. As that data doesn’t need to
be processed in real-time, the cloud complements the local,
edge computing found in the vehicles and hyper-converged
appliances that are deployed near where those vehicles operate.

That operating model, as it is described by Glenn McPherson,
the senior regional director for the APJ region at Dell EMC,
is the key. HCI is not a prescriptive set of rules. It is a way of
putting your technical resources where they make the most
sense for your organisation.
The applications for HCI are almost limitless. Lenovo uses
HCI across its massive network of manufacturing sites.
Local computing power ensures all the machines on its
production lines are operating at their peak and that every
device they make can be tracked right down to who installed
a specific component. Data is collected and used at each
site and aggregated so that it can be shared across the
entire organisation.
The physical infrastructure that makes HCI so compelling is just
one part of the equation. Organisations need to ensure their
business processes are designed to derive maximum benefit.
And businesses need the right software.
Microsoft Azure offers the flexibility to run locally instances
of cloud applications on edge devices that seamlessly work
with their cloud counterparts. When the software platforms
you depend on locally are the same as those on your critical
cloud services, moving data between them is greatly simplified
making it faster and more reliable.
It’s the partnership between best of breed hardware
partners like Lenovo and Dell with Microsoft that make
HCI a powerful platform for the businesses of today that
want to thrive tomorrow.
For more information on Azure HCI: https://azure.microsoft.
com/en-us/products/azure-stack/hci/
For more information on Azure Hybrid and Multicloud
Solutions: https://azure.microsoft.com/en-us/solutions/hybridcloud-app/
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Lenovo

Hybrid Cloud Infrastructure
and the post-COVID world
The COVID-19 pandemic accelerated the plans of many
businesses that were looking to modernise their infrastructure.
While cloud computing, in some shape or form, has been
around for almost 20 years many businesses had taken a slow
path towards transitioning from traditional systems as they
seek to better understand what benefits cloud systems deliver
and how to make the move while managing the transition.
What businesses have discovered is that the cloud is not a
one-size-fits-all solution. There are many business situations
where taking a hybrid approach makes better business sense.
Daniel Morris, Lenovo’s Hybrid Computing Infrastructure lead
for Australia and New Zealand explains.
“HCI [Hybrid Cloud Infrastructure] offers the benefits of cloud
solutions, such as scalability, performance, automation and
simplified upgrades, while operating the systems on premises
or at the edge. HCI mimics the public cloud but on premises”.

Hybrid Cloud Infrastructure

Focus on the outcome

In the past, much of the focus with technology was on the
amount of computing power, storage and memory you needed.
It was a very ‘speeds and feeds’ approach but the cloud changed
that equation. Instead of thinking about what computing
capacity you need, the focus is on business outcomes.
When technology was mainly delivered by in-house teams using
on-premises hardware, the focus of a business requirement such
as “reliable access to email with the capacity to store several
years of messages including large attachments” was translated
into technical specifications including a forecast of future needs.
Businesses would procure hardware that could run Microsoft
Exchange and store a particular volume of email. The forecast
would determine the storage and compute requirements and the
system would be purchased on the assumption that the hardware
purchased today would be in use for at least three years.

"HCI [Hybrid Cloud Infrastructure] offers the benefits of cloud
solutions, such as scalability, performance, automation and
simplified upgrades, while operating the systems on premises
or at the edge. HCI mimics the public cloud but on premises.”
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Cloud infrastructure changed that operating model. It drove
a shift where the quality of service being delivered became
the focus rather than the technology. It meant businesses
could look for how to receive reliable access to email without
worrying too much about whether there was enough storage
because the service can scale as needed.
Business decisions became a question of what you needed
rather than how it would be delivered.
Morris says, “This is where HCI comes to the fore. There are
situations where the cloud is the best solution. But there are
other use-cases where retaining systems on-prem is best.
For example, a business may need a solution where low
latency is critical. By retaining systems on-prem they can
guarantee the latency levels they need while keeping costs
manageable and predictable.”

“An organisation can buy a hyperconverged appliance, have it
delivered by a courier and simply connect it to power and plug
an ethernet cable into the back and deploy services remotely
without onsite engineers. Then they have an on-prem cloud
that is ready to go,” explains Morris.
Unlike traditional infrastructure deployments where hardware
was typically centralised in a corporate data centre, hyperconverged devices can be deployed where the data is. Lenovo
sees the hardware it creates placed in warehouses, at mines,
under the counter at a store or on factory walls.
Data is collected locally, as close to the place it is created as
possible, and it then connects and shares that data to services
like Microsoft Azure. This allows the data from multiple sites to
be easily aggregated and distributed as required. This is why
edge computing has become so important.

But the shift towards HCI isn’t simply about deploying some
servers in your own data centre and using some cloud services.
Hybrid cloud platforms use the same technologies both
within your own data centre and with external cloud providers.
That means looking at hyper-converged solutions alongside
your cloud providers.

As the pendulum of technology has swung from centralised
mainframes to decentralised client-server and to the cloud,
the edge provides the happy medium where organisations
can take advantage of computing power and capacity where
it delivers the greatest benefit.

HCI meets HCI – hybrid cloud
and hyper-converged

There are many applications where local computing power is
critical. With the explosion in IoT devices in businesses – some
forecasts suggest that as many as million devices will deployed
every hour this year1, there is a need to have data processed
locally so that the data collected by those devices can be used
in real time.

Many organisations had their revenues significantly impacted
during the pandemic, which has led to businesses trying to
reduce costs without sacrificing reliability and agility. Hyperconverged appliances simplify deployment – a critical factor at
a time when getting techs on-site can be challenging – and are
easier to operate and maintain.

Living on the edge

https://www.pwc.com/gx/en/technology/pdf/industrialinternet-of-things.pdf

1

"This is where HCI comes to the fore. There are situations
where the cloud is the best solution. But there are other
use-cases where retaining systems on-prem is best.”
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If we think about a driverless vehicle, it needs to collect data from sensors and
process it quickly in order to navigate even the simplest obstacles and hazards.
There is no way this would work if all the data had to be sent to a cloud service
for processing. This means edge computing systems is critically important.
By using HCI on-prem, edge devices can perform optimally but interoperate
with other applications that are better suited to the cloud.
“If you think about a self-service checkout at a supermarket, there may be
dozens of sensors such as scales and cameras as well as point-of-sale systems
and payment gateways. Each register is an enterprise workload,” explains Morris.
“The data is collected and processed locally but can then be sent to a cloudbased application that may service hundreds of stores to facilitate ordering and
tracking so that each store’s needs are met. It is about processing and dealing
with the information where it is relevant and where it is needed”.
In order to maximise the benefits of this integration between the cloud
and the edge, you need to work with a partner that understands both.
This is why Lenovo works so closely with Microsoft. The Azure platform allows
organisations to leverage technology that offers the benefits of the cloud for
on-prem applications.
The software running on edge computing devices is the same as the software
running on the cloud. In effect, organisations can run a local version of
Microsoft Azure. This allows for a consistent application deployment process,
whether it's on prem or in the cloud.

Why HCI matters

When your edge and cloud applications are built on the same foundations
many things become simpler. Business continuity planning and disaster
recovery are streamlined because stand-by environments are the same as those
on the cloud. And when your cloud and edge applications run on the same
foundations it is easier for them to exchange data.
With technology skills in high demand, running similar infrastructure at the
edge and in the cloud means your technical teams do not need different skill
sets. An engineer who is well versed in Azure cloud applications can use the
same skills and knowledge for your edge systems.
One of the main benefits the cloud gives is that it is almost infinitely scalable.
HCI allows similar flexibility when deploying resources internally. For example,
storage or compute can be allocated where it is needed rather than being
specifically fixed to one application or service. This is because almost everything
is controlled by software and not subject to the same limitations as hardware
that is specifically allocated to a specific application.

"In order to maximise the benefits of this integration
between the cloud and the edge, you need to
work with a partner that understands both.”
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Lenovo’s edge

Lenovo is one of the world’s largest device manufacturers
and it depends on HCI in its own warehouses. It can deliver
a complete hybrid cloud solution combining Lenovo and
Microsoft technology including hardware, software and
services for a seamless secure approach from Core to Edge/IoT
to Cloud that delivers resilience, performance, and consistency.

Lenovo is one of the world’s largest device manufacturers,
selling 4 devices a second globally. Their supply chain is
ranked 15th globally2 and is now focused on creating a wide
range of edge devices to address the growing edge workloads.
Lenovo HCI is helping make edge to cloud simple.

Local power, global consistency

COVID has forced businesses to operate in a more distributed
way than ever before, making the need for consistency more
critical. With teams expected to work remotely more than
ever before3, the ability to support people in different places
remains important. We are likely to also see large, central
office replaced by smaller satellites that reduce commuting
times for workers.

Tools such as Dynamics 365 could be deployed in a hybrid
way that allow workers to access data remotely over the cloud.
When they return to the office, they can access a local instance
with lower latency than when they work remotely. And satellite
office with small groups can take advantage of a local instance
of Dynamics with the data centralised to the cloud so other
offices can access the data.
Having a local instance of Dynamics 365 allows them to gain
the benefits of running on-prem while making it easy to sync
data to the cloud where it can be consolidated with other
offices and sites.

Morris explains, “If I am creating a petabyte of data every day,
there is no need for all of it to go to the cloud. That costs a lot
of money and takes time. HCI and edge/AI solutions allow you
to analyse streaming data, uncover hidden insights with AI,
and make real-time, intelligent decisions at the Edge.”.

Choosing the right hybrid mix

HCI sits between the two extremes of doing everything
on-prem and being 100% cloud.

“Finding the right mix will depend on your use-cases. It may
make sense to shift a small number of workloads to the cloud
where you can take advantage of lots of computing power and
tools such business intelligence tools in Azure. Or if you are
looking to take advantage of AI, leverage HCI nodes with high
performance GPUs to do edge analytics or AI inferencing at
the source, then feed that data back into a central location like
Azure,” says Morris.
Even single site organisations can reap the benefits as hybrid
cloud can be an enabler of tools and services you could never
justify on-prem. And businesses that choose HCI can shift
applications from on-prem to the cloud with ease.

Hybrid cloud infrastructure is not new. The technologies that
underpin it are mature and thoroughly ‘battle tested’ by
thousands of organisations around the world. COVID-19 has
brought it into the spotlight as businesses have had to manage
increasingly distributed teams.
As organisations adapt to the post-COVID world, they will
see team members return to the office but probably in lower
numbers and less frequently. That means they will need to
ensure data can be easily and quickly accessed remotely
– a key benefit of the cloud. But, at the same time, data that
is created and needs to be processed on-prem still needs to
be managed.

This is where hybrid cloud infrastructure comes to the
forefront. It gives the benefits of the cloud and on-prem where
the use-case justifies it.
https://www.lenovo.com/us/en/resources/data-center-solutions/
analyst-reports/lenovo-x86-servers-top-itic-2020-globalreliability-survey/

2

3

 ttps://www.statista.com/statistics/1122987/change-in-remoteh
work-trends-after-covid-in-usa/

"HCI sits between the two extremes of doing
everything on-prem and being 100% cloud.”
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Dell
Hybrid Cloud Infrastructure

Critical infrastructure flexibility
is your edge in the post-COVID world
Anyone who has been around the computer industry
for more than a few years knows the pendulum between
centralised and decentralised systems has swung back and
forth more than once. Just as the mainframe era gave way
to client-server, we have seen powerful desktop and server
applications give way to cloud-based systems. But the reality
of what organisations need is somewhere in the grey area
between the black and white of being either totally on-prem
or operating completely from the cloud.
Glenn McPherson, Senior Regional Director, Modern Data
Centre, Asia-Pacific and Japan, Dell Technologies says,
Hybrid Cloud Infrastructure (HCI) offers the best of
both worlds.
“Hybrid cloud is an operating model where a customer will
have a public cloud instance such as Azure and a private or
on-premises cloud instance. They manage applications in
both, but they're managing both environments as a single
integrated platform.”
https://info.flexera.com/SLO-CM-REPORTState-of-the-Cloud-2020

1

McPherson adds that the benefit is that the organisation can
choose where they want to put their data or applications.
Some applications may be more suited to the public cloud
platform while others may be more suitable in a private
cloud or on-premises system.
“A hybrid cloud construct gives businesses that simplicity
of management and that choice,” he says.

The HCI journey

Businesses have been assessing the suitability of cloud
services for some time. While SaaS (Software as a Service)
garners lots of attention, it is the platform and infrastructure
services, PaaS and IaaS respectively, that can deliver the
benefits larger organisations need. But the reality is that the
cloud is not a single entity, and a hybrid approach is often
the best solution to the challenges organisations face today.
McPherson says HCI is a journey, not a destination, noting
the Flexera 2020 State of Cloud report1 which examined
750 organisations across the world and found 87% of
them have HCI constructs.

"A hybrid cloud construct gives businesses
that simplicity of management and that choice.”
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“Organisations are going through this journey with cloud,” he
says. “A decade ago, everyone was saying let's all go into the
cloud. And a lot of us were thinking back then that was one
place. It’s an interesting theory, but not appropriate in practice.
There are many different cloud operating services and models.
You need to choose the ones that suit you.”
While the journey to cloud may start with SaaS for some,
others want to move an on-prem server to an IaaS or PaaS
provider. One of the main drivers for the journey is simplicity.
“Comparing how we used to manage technology is like
comparing pets to cattle. In the past, we took a very hardwarecentric approach to systems and named every device on the
network like a pet. But the cloud has changed things. We now
see our computing power like a herd of cattle. We don’t know
the names of each cow in the herd – we are focused on the
benefit that comes from the herd,”
McPherson explains.

Overcoming cloud sprawl

When the cloud started gaining popularity, businesses started
to see applications, services and data spread out across cloud
services and on-prem systems. That has resulted in many
challenges, such as data kept in silos that cannot be easily
brought together.

The HCI model provides a common foundation and
understanding of how things work across multiple locations,
whether applications are on-premises or hosted on enterprise
cloud platforms like Azure. When the infrastructure running
on-premises is the same as your cloud provider, adding new
sites such as pop-up stores, new or temporary offices,
factories or warehouses becomes simpler.
“We are solving that problem. We can put a harness across
all those applications. That is the advantage of working with
large, trusted providers like Dell Technologies and Microsoft,”
says McPherson.
Another hurdle organisations need to overcome is that all
those different clouds have different operating systems.
That can make workload management a nightmare. But if
you can have one common tool to manage on-prem, cloud
applications and services, you can reduce costs and simplify
the sprawl.

The cloud on the edge

While the cloud has emerged as a new operating model for
businesses, there have been several other major technological
advances made. The number of connected devices is growing
rapidly and 5G and other emerging networking technologies
such as Wi-Fi 6 make data collection and storage far easier at
the edge.

"The HCI model provides a common foundation and
understanding of how things work across multiple locations.”
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More data is being collected and used while better
communications enable organisations to perform operations
using artificial intelligence and machine learning close to
where the data is created and used.
“We are seeing this in the resources sector,” says McPherson.
“It is now a heavily digitised environment. Miners know how
they are extracting resources, how they then load it and
ship it off site onto a ship or a transport carrier in the most
efficient way.”
The models created with this data are being constantly
refined through analysis that brings data collected at specific
sites into a cloud-based system. This means lessons learned
at one site to be easily applied at other locations.
For example, supermarkets and retailers are achieving
benefits by processing data on-site and aggregating it in
the cloud to update models that are applied locally. For
example, by understanding how sales of a specific product
vary depending on store positioning, models that determine
shelf position and pricing can be refined across a network of
similar stores.
In the post-COVID world, having a better understanding
of what is happening at a granular level and applying that
knowledge globally allows businesses to be more efficient,
thus delivering better service at a lower cost to customers.

Dollars and sense

When businesses started flocking to the cloud, one of the
main advantages they sought to exploit was the cloud
cost model. It allowed businesses to acquire IT capacity
as needed rather than from a forecast with the expense
amortised over a number of years. However, the cloud does
not make sense for all applications. We are now seeing
a case where hybrid cloud infrastructure makes better
operational and financial sense.
The ability to flexibly add storage to a server has often been
touted as a benefit of the cloud. But for some use-cases,
local storage is a lower cost option than cloud. And there are
many use-cases where local processing power is adequate
and predictable for some scenarios.
With COVID putting increased financial pressures on
businesses and making them reassess where staff are
located, it may make more sense to go hybrid.

“How do you set yourself up so that you can be extremely
agile and innovate?”, asks McPherson. “The aim is to have
systems that let you continually improve, take cost out of
your business, and be more efficient in the service that you
are providing to your customers.”

McPherson explains, “We can use hyper converged
appliances with the required compute power to do the
ML and AI locally. By having those devices running a local
version of your cloud platform, organisations can simplify
platform management and harness the scalability and
reliability benefits the cloud delivers without the challenges
of latency that come with sending everything to the cloud.”

"The aim is to have systems that let you continually improve,
take cost out of your business, and be more efficient in the
service that you are providing to your customers.”
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"Hybrid cloud infrastructure lets organisations choose
the technology of best fit for a given use-case.”

Moving to HCI

Like any journey, you can only know if you have arrived if you
choose a destination. The first step in moving to HCI is to
consider where you want to be.

To help you on that journey, work with an experienced partner.
Dell Technologies and Microsoft have worked together for
over 30 years.

“Take an end-to-end approach and decide what is the end
state you are aiming for and how practical is that for you to
achieve that.. Then look at the cost of making that transition
and make the digital transformation work for your business,”
advises McPherson.

The COVID pandemic has made many organisations rethink
how they procure, deploy and manage infrastructure.
The focus has shifted away from “what systems do I have” to
“what services do I need”. With organisations looking at how
they can better serve customers and staff, cloud solutions
make a lot of sense – but not for every application.

Start by looking for the benefits public cloud can bring
now and what will be better if it is retained on a private
cloud or on the edge. Use a public cloud service like
Microsoft Azure and the right private cloud hardware and
software so your systems are easy to manage, reliable,
scalable, and cost effective.

Hybrid cloud infrastructure lets organisations choose the
technology of best fit for a given use-case.
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